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hyperspace

online behavior
intersecting with the
physical world

where substantive
social interaction occurs

(programs or people)

Brantingham & Brantingham (2015)




crime event

phyS|caI digital

I g—
expand our ideas about how routine

behavior brings the essential elements of physical digital )
crime together \

Brantingham, P.L., & Brantingham, P.J. (2015). Understanding crime with computational criminology. In M.A. Andresen & G. Farrell (Eds.),
The criminal act: the role and influence of routine activity theory (pp. 131-145). Basingstoke, UK: Palgrave Macmillan.



bullying

seek to harm, intimidate, or coerce
(someone perceived as vulnerable)
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cyber variant

using electronic communication to
embarrass, humiliate, maliciously
impersonate, or send intimidating or
threatening messages and images
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High School Youth Risk Behavior Survey, 2019
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@ Guam

$ Yorthart Watn il 13,677 surveys
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https://www.cdc.gov/healthyyouth/data/yrbs/index.htm



12 months before the survey:

o <
_ _‘\\_ 19.5% bullied on school property
Phy 1 15.7% cyberbullied
: 8.7% felt unsafe
8.0% In a fight

7.4% threatened or injured with a weapon
on school property



STATEMENT ANSWER
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Much of our thinking about place
and crime formed by the 1980s.

Do we need to redefine our
concept of risky places?

Yes.
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THEN

(before the rise of
smart phones+)



meaningful social
Interaction




experiencing place



being together
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addressing daily needs




THEN







RISKY PLACES

(current focus on streets and public/semi-public physical settings)
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CRIME P RE VENT K'\\l
THROUGH UR af\C NGN

/ \N AITERNATIVE TO THE
FORTRESS-APARTMENT

A \N INVESTIGATION OF
HOW ARCHITECTURE CAN
AFFECT THE ATTITUDES AND
ACTIONS OF TENANTS

A \ PROPOSAL TO DESIGN
CRIMEFREE URBAN HOUSING

LIVA BI.E STREETS

William H. Whyte
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s Pelcan Dook

The Death and
life of Great
American Cities

Jane Jacobs
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Concepts and Methods for Studying
the Environment of Human Behavior

behavior settings
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SETTINGS 2.0

(redefining risky places)



defined

1+ standing patterns of behavior

% byproduct of activity-and-social
environment (milieu) interaction

& attached to a constellation of built
and natural features/objects

& social environment is a dynamic
set of times, places, and things

Barker, R. (1968). Ecological Psychology. Stanford, CA.
Stanford University Press.




variable properties

Temporal locus, serial occurrence, and duration (class session)

Population (users of the setting)

Occupancy time

Functional position of inhabitants (role/power differentials in place managers)
Action patterns (social, educational, physical health)

Behavior mechanisms (e.g., verbal, gross motor)

Social pressure (norms)

1 QUL IS SRR IO SO IR

Autonomy influence of internal and external forces (regulations on liquor serving, amazon
ecommerce regulations/protocols)

& Geographical locus (position in space)

Barker, R. (1968). Ecological Psychology. Stanford, CA: Stanford University Press.



criminogenic
processes/ resources
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Felson 2006. Crime and Nature. Thousand Oaks, CA: Sage Publications. Ch. 1-3.



settings that facilitate the idea, execution or
aftermath of a crime
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| |RESEARCH IN BRIEF

Place-Based Investigations to Disrupt P I V O T

Crime Place Networks

https://www.policechiefmagazine.org/rese
arch-brief-place-based-investigations/
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#05: Tamara Herold

Tamara Herold explains the award-
winning PIVOT project and how

35 m i n . pOd CaSt gg?;f;]l;ittiizgztlsed it to reduce crime

Dr. Tamara Herold (formerly Madensen)
is an American crime scientist, an
Associate Professor of Criminal Justice
and the Graduate Director at the
University of Nevada, Las Vegas.

podcast: https://www.reducingcrime.com/post/pivot-place-based-investigations-of-
violent-offender-territories



geographical locus

Every behavior setting has a precise position in space which can be
designated with the degree of precision the investigation requires
(Barker, 1968: 20).

Ellson Drugstore (Setting) Facebook Marketplace (SEtting)

work area
seller page
work area seller page
counter paypal
counter paypal

123 Main St., Midwest Town, Kansas https://www.facebook.com/marketplace/?ref=microsite
https://www.facebook.com/marketplace/category/darth-maul-figures




risky settings

identifiable physical & cyber sites supporting 1 or more
patterns of behavior associated with crime and deviance

crime/deviance is a variant property of risky settings
% byproduct of activity-and-social environment (milieu) interaction of the setting
% attached to a constellation of built and natural features/objects

& social environment is a dynamic set of times, programs, sites, and things



risky places

include behavior settings with
variable cyber crime risk

¢ Chat rooms (predation)

& Cyber markets (stolen goods)
& Apps (theft & fraud)

% Social media (bullying)

& WIi-Fi connections (hacking)




BENEFITS



theory testing

facilitate STEM research
novel data streams may
identify new trends &

vulnerabilities

crime prevention innovation
& resource deployment




finding suitable
co-offenders

The best way to chat with
everyone you know

Get the App ‘

“Lifechanger... utterly indispensable




identifying crime problems



C A& offerup.com w 8§ 0 % &

Oﬁerup Search a Q Nearby + Shipping o About ~  Help Login

Electronics & Media Home & Garden Clothing, Shoes, & Accessories Baby & Kids Vehicles Toys, Games, & Hobbies Sports & Outdoors Collectibles & Art Pet supplies More

O The simpler way to buy and sell locally!

v///‘

Ralph Lauren Suit Jacket ... Bridgstone Blizzk Steel Toe Shoes Mens Siz... Goodyear & Bridgestone ... micheal kors backpck Bike Woman's Treck

$30 $25 $60 $600 $230 $300
Wichita, KS Wichita, KS Wichita, KS Wichita, KS Santa Ana, CA Wichita, KS

Promoted







Fake Amazon reviews 'being sold in
bulk' online
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mechanisms




> strategies



NECESSARY?



Yes.

We cannot remain stationary
In a dynamic situation.




Internet Crime Complaint Center
Report, 2020

R

reported losses exceed $4.2 billion

791,790 complaints (69%+ over 2019)

Most common: phishing scams, non-payment and non-delivery scams, extortion.

Victims lost the most money to business email compromise scams, romance and
confidence schemes, and investment fraud.

28,500+ complaints related to COVID-19, targeting both businesses and individuals.

FBI released report: https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf



Smartphone Gaming device
60 44

PEW Research Center Report. March 2-15, 2020
Parent Survey regarding Children 11 and younger

80% watch YouTube (53% dalily)
most parents restrict device use to “ground” kids
while use varies by age, multiple devices common




US national sample
8th, 10th, & 12th graders, 1976-2016
(N =1,021,209; 51% female)
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Twenge, J.M., Martin, G.N., & Spitzberg, B.H. (2019). Trends in U.S. Adolescents’ Media Use, 1976—2016: The Rise of Digital
Media, the Decline of TV, and the (Near) Demise of Print. Psychology of Popular Media Culture 8 (4), 329-345.



Online
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Twenge, J.M., Martin, G.N., & Spitzberg, B.H. (2019). Trends in U.S. Adolescents’ Media Use, 1976—2016: The Rise of Digital
Media, the Decline of TV, and the (Near) Demise of Print. Psychology of Popular Media Culture 8 (4), 329-345.



% spending 4+ hours dally
using electronic devices

(by age group)

U.S. sample children/teens June 2020

Prior to COVID-19 M Since COVID-1%
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CDC
campaign

YOUTH AGES 11-14 SPEND NEARLY INSTEAD THEY COULD. ..

9 ho“'s Play a game of basketball
a dav s AND STILL HAVE TIVE T0...

Il FRONT OF A SCREEN USING 5 walk the dog

ENTERTAINMENT MEDIA OF THESE ARE
SPENT WATCHING
TELEVISION

ahd. .
dance to their lavorite songs

skateboard
™

% ride their bike
HD‘H can Ensure kids Limit kids® total Remove TV Encourage other types
have 1 hour screen time to sets from of fun that include

Ilﬂranlﬂ hﬂlp? of physical

no more than your child's both physical and
activity 1=2 hours per day. bedroom. sacial activities,

i~ '-'"” each day. like joining a sports
”[ﬁ d team or club.
Iffff#/jﬂ;

FOR MORE INFORMATION, visIT Making



Mobile Internet: Average Daily Time Spent in the US, App
vs. Browser, 2018-2022
hrs:mins per day among population

4:01 il
3:35 I I

2018 2019 2020 2021
M App Hl Browser

Note: ages 18+, includes all time spent with internet activities on mobile
devices, regardless of multitasking; nhumbers may not add up to total due to
rounding

Source: eMarketer, April 2020

T11005 www.eMarketer.com
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AVERAGE DAILY TIME (IN HOURS AND MINUTES) THAT INTERNET USERS AGED 16 TO 64 SPEND USING SOCIAL MEDIA ON ANY DEVICE
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Associated with significant impairment in

— working memory
— stop-signal task
— go/no-go task

(Effects not moderated by gaming, age, gender, geography or comorbidities.)

loannidis, K., et al. (2019). Cognitive deficits in problematic internet use: meta-analysis of 40 studies. The British
Journal of Psychiatry 215, 639-646. doi: 10.1192/bjp.2019.3



MAP HYPERSPACE?



Graph theoretical measures provide the
“areal link between the sociological and
geographical imagination” that integrates
concepts of spatial and social structure.

Brantingham? 1984: 243




Offender’s Activity Space

AggregatedActivity Space
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Activity Nodes  Target Rich Environment
@ Offender Offender is not aware

O Jane Doe . Area known to the offender
O John Doe

Jane Doe’s Activity Space John Doe’s Activity Space

Brantingham and Brantingham (2008; 2015)




Activity Space

' Cyber Identity

(") Shopping |

Parallel identity or site ¢ .} Cyberspace D Physical space

Activity Nodes Target Rich Environment

@ Physical place I:I Offenderis not aware
(O Cyber site - Area or site known to the offender

Bichler, Gisela (2019). Understanding Criminal Networks: A Research Guide. University of California Press.



Friend's
place

O Locations

Travel

Image source: Schonfelder, Stefan; Axhausen, Kay (working paper, 2003). Activity spaces Measures of social exclusion?
https://doi.org/10.3929/ethz-a-004492887

Adopted from: Maier, J., Paesler, R., Ruppert, K., Schaffer, F., & Wirth, E. (1977). DIE DEUTSCHE SOZIALGEOGRAPHIE IN IHRER
THEORETISCHEN KONZEPTION UND IN IHREM VERHALTNIS ZU SOZIOLOGIE UND GEOGRAPHIE DES MENSCHEN. Geographische
Zeitschrift, 65(3), 161-187. Retrieved May 25, 2021, from http://www.jstor.org/stable/27817927



1:30 AM
Shopping mall " Delivery

’ v 20AM
8:30 PM Retum

Carpool 7:00 PM
Carpool

7:00 AM
Garbage

pickup 8:00 AM
10:00 AM

Parcel School
Delivery (drop off child)

5:30 PM
Drive alone

8:15 AM
ri

Drive alone

10:45 PM
Retumn

&
\

10:05 AM
Parcel
Pickup

/12:30 PM

Walk

\ @ Work-based

10:00 AM

10:30 PM
Delivery

)

Restaurant —p Passenger

wtp- Freight

@® Home-based

Trip

Parcel

Drop off

Jean-Paul Rodrigue (2020), The Geography of Transport Systems, 5t edition. New York: Routledge. ISBN 978-0-367-36463-2




¢
UNDERSTANDING
CRIMINAL
NETWORKS

MORE INFORMATION




Crime concepts

Situational perspectives
+ deterrence

Ecological theories

Crime Pattern Theory

Routine Activity Theory

SNA concepts

Central Axioms

Strength of Weak Ties

Structural Holes Theory of
Social Capital

Small-World Perspective

Hyperdyadic Spread



Merge the rules of opportunity
theories to develop one unified,
testable set of statements.

... I went one step further.




Integrated Theory of Networked Opportunity

11 rules explaining how crime opportunity
IS shaped by networks

Personal Social
Networks Systems
(5-8) (9-11)

Bichler, Gisela (2019). Understanding Criminal Networks: A Research Guide.
University of California Press. ISBN: 9780520297050
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Hanging out In Hyperspace




Thank you

Gisela Bichler, Ph.D.
Professor, Criminal Justice

Risky Places for Crime Series
May 27, 2021
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